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WHAT IS CLAIMED IS: 

1 . A method for redirecting data, the method comprising: 
transmitting over a network an indication from a first node to a second node 

that a third node has failed; and 

reconfiguring a first data, the first data initially configured to be transmitted 
over the network between the second node and the third node, to be transmitted 
over the network between a fourth node and the first node after the indication has 
been received by the second node. 

2. The method of claim 1 , further comprising configuring the first node 
and the fourth node to send and receive encrypted data between the first node and 
the fourth node. 

3. The method of claim 2, further comprising configuring the first node 
and the fourth node to send and receive the encrypted data between the first node 
and the fourth node via a first tunnel. 

4. The method of claim 2, further comprising using a security protocol to 
encrypt the data. 

5. The method of claim 4, wherein the security protocol comprises at 



least one of Secured Socket Layer (SSL), Secure HTTP (SHTTP), Private 
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6. The method of claim 1 , further comprising configuring the third node 
and the second node to send and receive encrypted data between the third node 
and the second node. 



7. The method of claim 6, further comprising configuring the third node 
and the second node to send and receive the encrypted data between the third 
node and the second node via a second tunnel. 



8. The method of claim 6, further comprising using a security protocol to 
encrypt the data. 



9. The method of claim 8, wherein the security protocol comprises at 
least one of Secured Socket Layer (SSL), Secure HTTP (SHTTP), Private 
Communications Technology (PCT), and IP Security (IPSEC). 



10. The method of claim 1 , wherein the first node and the third node 
comprise a first gateway. 
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1 1 . The method of claim 1 , wherein the second node and the fourth node 
comprise a second gateway. 
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1 2. The method of claim 1 , wherein transmitting over the network the 
indication further comprising using Internet Key Exchange (IKE). 

1 3. The method of claim 1 , wherein the network comprises the Internet. 



F I N N EC AN 
HENDERSON 
FARABOW 
CAR RETT & 
DUNNERLLf 

1300 I Street, NW 
Washington, DC 20005 
202.408.4000 
Fax 202.408.4400 
www.finnegan.com 



-20- 



Attorney Docket No. 08971.0008 

14. A system for redirecting data, the system comprising: 

a component for transmitting over a network an indication from a first node to 

a second node that a third node has failed; and 

a component for reconfiguring a first data, the first data initially configured to 

be transmitted over the network between the second node and the third node, to be 

transmitted over the network between a fourth node and the first node after the 

indication has been received by the second node. 



15. The system of claim 14, wherein the first node and the fourth node are 
configured to send and receive encrypted data between the first node and the fourth 
node. 



16. The system of claim 15, wherein the first node and the fourth node are 
configured to send and receive encrypted data between the first node and the fourth 
node via a first tunnel. 



17. The system of claim 15, wherein the data is encrypted with a security 
protocol. 
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18. The system of claim 17, wherein the security protocol comprises at 
least one of Secured Socket Layer (SSL), Secure HTTP (SHTTP), Private 
Communications Technology (PCT), and IP Security (IPSEC). 
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19. The system of claim 14, wherein the third node and the second node 
are configured to send and receive encrypted data between the third node and 
second node. 

20. The system of claim 19, wherein the third node and the second node 
are configured to send and receive encrypted data between the third node and 
second node via a second tunnel. 

21 . The system of claim 6, wherein the data is encrypted with a security 
protocol 

22. The system of claim 21 , wherein the security protocol comprises at 
least one of Secured Socket Layer (SSL), Secure HTTP (SHTTP), Private 
Communications Technology (PCT), and IP Security (IPSEC). 



23. The system of claim 14, wherein the first node and the third node 
comprise a first gateway. 
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24. The system of claim 14, wherein the second node and the fourth node 
comprise a second gateway. 
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25. The system of claim 14, wherein the component for transmitting over 
the network the indication is further configured for using Internet Key Exchange 
(IKE). 



26. The system of claim 14, wherein the network comprises the Internet. 
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27. A computer-readable medium on which is stored a set of instructions 
for redirecting data, which when executed perform stages comprising: 

transmitting over a network an indication from a first node to a second node 
that a third node has failed; and 

reconfiguring a first data, the first data initially configured to be transmitted 
over the network between the second node and the third node, to be transmitted 
over the network between a fourth node and the first node after the indication has 
been received by the second node. 



28. The computer-readable medium of claim 27, further comprising 
configuring the first node and the fourth node to send and receive encrypted data 
between the first node and the fourth node. 



29. The computer-readable medium of claim 28, further comprising 
configuring the first node and the fourth node to send and receive the encrypted 
data between the first node and the fourth node via a first tunnel. 
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30. The computer-readable medium of claim 28, further comprising using 
a security protocol to encrypt the encrypted data. 
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31 . The computer-readable medium of claim 30, wherein the security 
protocol comprises at least one of Secured Socket Layer (SSL), Secure HTTP 
(SHTTP), Private Communications Technology (PCT), and IP Security (IPSEC). 

32. The computer-readable medium of claim 27, further comprising 
configuring the third node and the second node to send and receive the first data as 
encrypted data between the third node and second node. 



33. The computer-readable medium of claim 32, further comprising 
configuring the third node and the second node to send and receive the encrypted 
data between the third node and second node via a second tunnel. 



34. The computer-readable medium of claim 32, further comprising using 
a security protocol to encrypt the encrypted data. 
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35. The computer-readable medium of claim 34, wherein the security 
protocol comprises at least one of Secured Socket Layer (SSL), Secure HTTP 
(SHTTP), Private Communications Technology (PCT), and IP Security (IPSEC). 

36. The computer-readable medium of claim 27, wherein the first node 
and the third node comprise a first gateway. 
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37. The computer-readable medium of claim 27, wherein the second node 
and the fourth node comprise a second gateway. 

38. The computer-readable medium of claim 27, wherein transmitting over 
the network the indication further comprising using Internet Key Exchange (IKE). 

39. The computer-readable medium of claim 27, wherein the network 
comprises the Internet. 
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